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qI.HL[. 723(F).—F5 1T TFR TEAN (Wg@ 0 0aAT sae<=1) 77, 2024 F 917 77,
58 gre=e sfa=aw, 2023 (2023 FT 44) T 9T 56 i IT-TT (2) & @< () F A1 Tod aT 22 #Hf
S-S (4) BT T8 ARIT T TN Fd g0 a1 T TEqTd HLAT &, Hl 36 ATAHIHT hl g1 56 T
ST-eTT (1) FT ATATTHATL. AT TLHT 6 AT HATAT, TLEATE AT T SATEEHAT HEAT A7, 521
(31), AT 28 3FTET, 2024 T ATLA & TSTIH, SFATLTIT, 9 |, @ 3, 39-9< (i), a9 28 3[red,
2024 ¥ sawTird AT 3T o1, SEH THs TATEd g arel SAREAT |/ 3 ATSEEAT ATel TS T i
STETETIOT 1 ITee FITT ST 1 LG F A (o 6l Srafer G918 g & 9 ST 37 A9 A=
e T o

37 3% Trora= it faaT g 29 T, 2024 FT STTETITT T ITeTsy 2T a7 T off;

7557 GI/2024 1)
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T e I T ZIET 3h ST (HIHT 6 Hae H STAATeT0 8§ YT AI =37 e gaAmar a7 fefdaa
& § fo=m o 1 g

AA: AT e 1T ALRTE FLEATE ATATAIH, 2023 (2023 7T 44) F¥ &7 56 FT IT-&ITT (2) F @< ()
& T TS &TeT 22 T IT-GTT (4) FIT T& AHIT 1 TINT Fed gu Aeferfad Fa gt g, eraid.-
1. Gfer AT 3% I - (1) =7 =T &7 Sferg a9 e (Agea ol 0EETe Jaev=dr) Haw, 2024 21
(2) T TSI | IR THTA T ATLE T TIT gL
2. g - (1) =7 et &, S 7 36 gast 7 srera srofea 7 2
(F) “srtearf==” & TEA AtaE=aH, 2023 (2023 FT 44) TTHUT &;
(@) “HET TTEATT LT ATTFTE” | EAT (AT qrza< gean) e, 2024 F 77w 6 F srefi=
FRgh qe EE=T qLaT At Awud g;
(M) “FEETl THA AFGEAAT F ATSHTT it &m=T 22 Fit IT-4127 (3) % AN sAfergf=a wrs At
LHATL dedh ATAT IHHT Tl AN ATHIT 25
() “area” 7 {10 F IT-T4FH (1) F T Fea T T G AT =T Teed ATHIA ¢
() “HTEAT "qeAT" FT dgl AT AT ST HEAT (TLEATT A1za¥ qeedn) 7w, 2024 % F=aq 2 %
39-fA9H (1) F @2 () H 91T g; =T
() "TEHAR THR" T dol A O ST AT (TTHAT qI2a? geeqn) o, 2024 % w2 %
Y- (1) F @2 () § a8 g
(2) 3T eTeRT ST TGN F, ST TEHH T 3 ST AT qgl & [ohed STAHAH H TLATNT &, % dal
o ZIT ST 3 39 Ataf=aw # g1
3. AN AT - (1) T FH=w TEAT Teas o741 I el TN 9T AR T, TS g1 S8t g1 Afa=aq
FT GTT 22 FT IT-GTT (3) F TSN % AN Tgeaqul LEATT AFEAAT o6 &7 | Fref=ra 3T 747 8,

STT 26 TR 9% AT g 7o UHT Aae<=eT & foreed & g qeaT, rieqaed T, qrasiHea ey 947
g T GLAT T TTAHe THET T

(2) F=T TLH TEeA IT qg TET AT ALHT MIRg HOT SaH T TEATE THIE A9 qLEATT
e, TLHATT FATAT TAT UH dea ST TATSAN 6 qeahi HT SHT ITASH FHITUINT|

4, STITAT FEAIFATE - (1) TAF THATL THIE A IATHT FAT o6 Agead 0l qIEAT ATELAAT o d
UHT Fgcaqul RHATY AGEAAT H ITANT FhAT ST aTAT &g AT oM, FeadY oY di%ead? o g,
et ATeet #7 AqITET 2 7 8, JAATd-

(F) AFATT rEeTFATY (AT, TETHT AELIFATY (ATSATY), WA TLHATT qLAT AT
AAITFATY (ATEETTHTAR) 3T FIEHATT ATHATNDT g, TS HATE GLAT g AT Rt 37
=rfh T ST fAfREe, T SR AT AqEdr etk O 9 3297 F forw
AR EE RS- RIEI PG SR E RIS IS
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T UH HIEE % AATT §, il THATT TS had UH Hgeadqul e AqELAAT HT
START FT FRfT, FreH U Ageaqul gAY STaa=T # T4 Fls dT ATATh Tof, Fread 3T
ATFeITT ATTHA &, ST 6 Fael § Fealq LT G ATE=d e ATEHT ] 2T Hd 31,
(@) FelT AT T ST GEEAT A (TAUHS ) I TP et A,
(1) el FEARTE G ST HATE AT 10 9% /e

() AEAIT TLEATT ATHLHAT UL AN UH =T HHa Ovg Feald TR GRT GHI-T9T ¢
srferg=ra T ST |1
5. WUl SREATE AAGCAAT T AL - (1) FeailT TEHTL, AT I, AT HT(HH] Hl GLEATE THIEAT
FT Agea Ul TLHATT AGHLAAT F HaTerd greddy, AFeddy ¥ ST & Tgd 3 IHT a0 F:7d & fory
TTEra FH|
(2) TAF TTHAT TS AZA U TLHATT ATHTAAT o HLEAT & o I7-A7% (1) F etehi= e

ALY GIT i foreft off F1fH T it ag= giataa w0
6. YT TLAATT LT ATAHT — (1) T&F THATE AT ATTFHT 39 FIAT F FAT=a3+ & o st
T

(2) F=IT TR T T qg T=T A AT [ FE SET To0® TEATR 3h1s Agea o
TLHAT AGELAAT o Ha g § AT IqAeel FIUAAT, REH Haferiad sAT e gr, .-

(F) AEALOT TEHATT ATHTAAT T TLEHATT e A FAT,
(@) AEAIl EATT ATELAAT T g o L@ ATl AT FHIHF,

(M) FEETT TEATL ATHLAAT & HATT GrEaaT, AIFaTT S ISt 0l AT,

(%) FEaTl TEHATT ATEAAT il ATZaY qLAT A= & o0 F=ray/@ar/siiay e
IT;

(F) WA TEHAT AGHTAAT o [0 qIZa Hhe e T,
(F) AEATOT TEHATT FATELAAT il LT @I rer fRdre ofiT ar@madiedr it srqurad (e,
(8) FEal TEATT ATHLAAT  FATET HaATH 6 FAT TqL FL (THUAT);

() TARTT T 9qT @R § HSTAAT 0 31 Fea T TEhT il et 97 6 e 9T =T

FT TR ITAH FAT | FAH T & (o0 Tgeaqul qLEAT AqEAAT F Faterq THT A1T;
18

(3 =" 7 F el Agcaqy TEAR qFEe=qT & fou AREy qua-Hmr § qear gearst i
Rrté F2m
7. AU qLEATE AGETAAT & G Tad ITA@- (1) o EAT SIS Haforad arracdl H7 qree H,
TAT: -

(F) =7 4 % i faw 0 At F AU ART Agea 0 qIHA ATEIAAT Al GLEAT A T2d
T,
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()

Q)

()

(®)

(=)

i gY AT greaae Faw & qra-a7 U Agadqul =T dAaa<=qr 92 Fd9war & arg
HAEAIUl REATE ATELAAT il TFYUT AT FT (@@,

UH TLHATT qedeh G931 H Tadd diad qgcaqul TLaAT AaHTaAT % qIEATE deas qad]
F AT MY TG T FH F FH aT 99 61 Jaid F o0 qoam Fesg g g Faita G
T AT o forg geferd adis & §ferg @,

HEAUT TXEATT SAAHTAAT TF T L@ aTel T SATFd FIHEI % (T AW g1 ATt TITH
TATTT TIFATS 3T TR o [T TISTAT a1, [T 3 T97 ST T@3@rg 9970 1@ 3i7
Fea T AL o HEATTHTT IThT STaTe TG HedAT,

AEATUT TLEATE ATEHAAT o START H I T FLHAATT ITFLUI 37T 7T ITRLUT hl g
ST % ATHET T TELETH FIAT TAT v 1 HLRTT GIT STET 3T ST HRT ST T UHT ST
U FAIAT,

g FATHT FAT I Agca ol THAT ATHLAAT il GIEATL deash HLAdT  [ol0 AT T2raT
GALT FAAAT AR T F=Fgoor gfaad soar Ug siaaret 92 B Srar 8 SEr & FeerT avwme

FrT Aefom T T g

HEALUl TXHATY ATELAAT o Hael § GLEAT SHISAT G AU AT % a7 [0 T HAT FqC
FL (THUAT) F o7 strerezres THRamsti &t JTsTaT aqT=T, ST (T F¥AT, TaaTd FHedT 3T

RGIEEIERICTTIF

HE@0T TLHAT AAELAAT & H H g "t T qa ITHLUN, qal, T AT
FATAT F AT 7 [FIBa ST o & TioRaett & TreaT aarEn, FEa w5, e w3
T QAT AT,

Esiees e T =aama Miawar atgd qraT qedT T har SuTtert & o a19® y=raT
ElERIE IR T

AT TAT(3A) F T | Feal T TLHIT Kl UHT FeAT 6 HAd g 6 S 5 o HqL qled I 97
fafafde fafer =i wiwar & gRtaa w1 % o 7 #1 sEiftead FwT,; @)

O qedeh o WL Hecd Ul q2EA AaaadT & fafss uferdeq ¥ 2 U= e vaede afga
SR TS #1 T@@rE, Aga 0l Ear Aq93adT & o0 Icqe Al & THaE 7

AT T TZATT FIAT TAT Ivg, FH FA o IUTH 3T e T FLHTL FIET HRT AT 9T UHT F=AT
T FATI

(2) sT=T Tt TEATT THTE & A & &7 & qTgY el TIF & AT AIaT @@ & 3297 T JI
HEALU TLHATT FATELAAT T L8 T ! ATFHAT 21T & AT a4 VAT hael U T F F1 Sa*

T 38 Feh T A § 4 forfed siqaTad 9T 63T 8 T ag UHT 328 9g9 & Ti® H1d & (o —

(%)

(=)

e 7 fafafae Bt s afmar & 3 9w &1 UET 3280 989 #7 3=a g3 I8 w0,
18

7g giAfara w0t B UH e 9g= F o v #1 #+9 § F57 uF 99 F forw wfem e s
AT el T T G AT S 92 T&1 360 ST 2
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() IeI® TTEATY TahTs IU-FA7W (1) F A7 a9 gIeT ¥ T2 Fars § gafeq ua fAawga R &1 9ea
e fafde Bt s whrer & seqa w3

(4) F= T I9-FAAw (3) F arefie forelt re=me zare & are et oft Re srorar o=y ST ®
ATE H, -
(F) TrEY SEHETE TS & AT SR W WA ;AT

(@) FEgAl TLHATT ATECHAAT hl AT AT UHT STFH=AT & (70 SEH w1 FH T 6 forg UHy
FTLHEATY TAHTS Al HIS (AR, AL AT TR AT FHIAT|

8. HEAYU THAT ATHLIAT & IHAT & (¢ AALIFATE- (1) ST Ageaq Ul LEAT ATHLAAT FHT AT
FAT AT ITHRIV T IAAF AUTAT ¢ AT THATL THIS UH ITIA & forw qdieror Rare & fEawor afga
Fea I FEARTE 1 39 fAfer ofre wiwram & giea w0l = FeiT avwr g 26 g4 & forg fafafde G
ST

(2) Fer HEHE IU-FATH (1) F el e T 214 Alag & & dias —
() A= AT BT AT FTHAT THTE | ATE AT TqLHTOT WAL,
(@) Iu-fA=w (3) F stefi o wdyeqr # F forw Uy zare #r fAfAder Sy T sroran
() = wtafater % o saes &7 F=Ea 31 AE R Fil|

(3) Tl AE TohHT TEATT TaTs il Hgcd U GLE AT SAaa AT H el 39a & = [Aar=a
it = srefie Teror A T UE aheront F qRomE i Feer g g fAfRiEy fGte i e o
TEQT e 7 fafacer € 3 gt ol = Thte UH fafaaet &1 sqorad #t

(4) STET FeaT TLHTT UH ATad il TTH T a0 & Arag fod i dafer & drae 37-Fae (2) F sefi= #rs
TSRO Al HATCAT & ATAT (Haer ST gl Fecdl g FATAT FTAT ATHIGH TAAT AT I QT qgl HdAl
g, TBT THAT Thle UH 39T FEAFATT & 919 AN 9 Tl &

T STl Heal T AT 7 IU-T99H (2) F T TTSHT AR 8, qgT Alag [adl it UHT srarer UHT
AT TS GIXT ETEIHLU] TEIT Fe 0l ATE & {IAT SO

T Ag AT T T Hea T a1 IT-A9 (3) F Tl IHAT AT T FIeA T Haer AT
T Alag Tl i UHT sTater U GLTeq0n) & TIOTTHT il T e i arerg F JIAT STOIr 47 o et
LA ZIT T /IS o ATEIH & T a2 JH 6 Aree 92 AfafEe o ST aewar g

(5) STt TRt T[T =T & TTaaed THTAT T AT T STIAT FHH FIA o [0 IHAT AAIAF ¢, AT AT
THTE IT-T73H (1) F Tl sraae 0 &1 Agcaqul TRaATY STaHAHT HT [ReaT I+ Aol (ehe ! ST ITH0r
F FIFEAIALT AT TS AT H T IAAT ¥ Tl [ ¢ AT UH ITAT oF AT 5 & HAT a1 TR T 39
farfer sfe wiwram & RuTe T Tad g, ST 36 v aeaTe (e gEera feaeer & a1y [ iia w7 a@6dt 8-

(F) FETAT GLEAT HeAT & =, 3T

(@) IHAT FT ATITFHAT AT ITHTIT T AT FIFEATL ATAT GTedd< 3T UH ITFRI & ool |
T T 3= Y TRl
(6) FruT FLHTT IT-TATH (5) F T TAAT ITH EI IT TIEATT TS T AN ohl STARTLT AT TTSTHTIT T
THAT & TTAT AN o T 3T ROrfesr o forw fRaer ST T 9ahd [ g 9T 6 98 Sraeas® a9
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(7) TTHATT THTS TheT ST ITAT F HATT ATTAGT ST FATTSAT T HLA AT FIAT ST T o6 oI
HEATOT TEHATY ATELAAT STTRT H 8 T U ATHrGT AT heal T GLHT FIT AT S 92 T&5qq AT
ST

(8) =& A= & #re oft arq vH i afreaay J=ra uT @R A8l gRil et 3297 "gea ol gZEaT
HAETHAAT % FIATACATEA FITAT AT § FHiHF LT FAT 2l

9. fRmY 1 Seee. - =T Suafed F A = FaEt F suddt F G off Sooee 7 st F
ST F ATE ey S

10. RfSred FratFaae. - (1) F=07 g =9 Faat & Rfea st F y=aew % o uF 9
srfergf=ra FR ST A s Frateaae vorreft € At #7 g

(2) STET T ALY TIEAT SHSAT il Fls AR, (N9 AT AL ST FXA 6 [olT ST UHT TZHATT

THRTSAT F TS GAAT UH T HA F ([T TEe o ATk TATE o Tohell 37T T TLIh T ITANT HeAT
ATATF THAT & A2l a2 WA 2L AT ATGTL T H=T 6 U GO T T TN FT Thell 2

(3) TTUF TTEHATX THIE Tleed & ITANT Fileh AAAT Feald ALRT T el g9 & geierg adiis &
ATeAT | =9 AFAT % AT Frxlq T H AT o FTAT TEqd FLd | HaATad Acal o7 Aqarer
gt w3

[T, . 24-08/2024-TH1=1]
TR FHTL T, G a4

MINISTRY OF COMMUNICATIONS
(Department of Telecommunications)
NOTIFICATION
New Delhi, the 22nd November, 2024

G.S.R. 723(E).—Whereas a draft of the Telecommunications (Critical Telecommunication Infrastructure)
Rules, 2024, which the Central Government proposes to make in exercise of the powers conferred by sub-section (4) of
section 22 read with clause (w) of sub-section (2) of section 56 of the Telecommunications Act, 2023 (44 of 2023), was
published as required by sub-section (1) of section 56 of the said Act vide notification of the Government of India in
the Ministry of Communications, Department of Telecommunications number G.S.R. 521(E), dated the 28th August,
2024, in the Gazette of India, Extraordinary, Part 11, section 3, sub-section (i), dated the 28th August, 2024, inviting
objections and suggestions from the persons likely to be affected thereby, before the expiry of the period of thirty days
from the date on which the copies of the Official Gazette containing the said notification were made available to the
public;

And whereas copies of the said Official Gazette were made available to the public on the 29" August, 2024;

And whereas the objections and suggestions received from the public in respect of the said draft rules have
been duly considered by the Central Government;

Now, therefore, in exercise of the powers conferred by sub-section (4) of section 22 read with clause (w) of
sub-section (2) of section 56 of the Telecommunications Act, 2023 (44 of 2023), the Central Government hereby makes
the following rules, namely:-

1. Short title and commencement. — (1) These rules may be called the Telecommunications (Critical
Telecommunication Infrastructure) Rules, 2024.

(2) They shall come into force on the date of their publication in the Official Gazette.
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2. Definitions. — (1) In these rules, unless the context otherwise requires,—
(@) “Act” means the Telecommunications Act, 2023 (44 of 2023);

(b) “Chief Telecommunication Security Officer” means the Chief Telecommunication Security Officer
appointed under rule 6 of the Telecommunications (Telecom Cyber Security) Rules, 2024;

(¢) “Critical Telecommunication Infrastructure” means any telecommunication network, or part thereof,
notified under sub-section (3) of section 22 of the Act;

(d) “portal” means the portal notified by the Central Government under sub-rule(1) of rule 10;

(e) “security incident” shall have the same meaning assigned to it in clause (f) of sub-rule (1) of rule 2 of the
Telecommunications (Telecom Cyber Security) Rules, 2024; and

(f) “telecommunication entity” shall have the same meaning assigned to it in clause (g) of sub-rule (1) of rule
2 of the Telecommunications (Telecom Cyber Security) Rules, 2024.

2 Words and expressions used in these rules and not defined herein but defined in the Act, shall have the
meanings respectively assigned to them in the Act.

3. Application. — (1) These rules shall apply to telecommunication network, or any part thereof, which has been
notified by the Central Government as Critical Telecommunication Infrastructure under sub-section (3) of section
22 of the Act, based on an assessment that disruption of such infrastructure shall have a debilitating impact on
national security, economy, public health or safety of the nation.

)] The Central Government shall specify on the portal the form and manner in which every telecommunication
entity shall provide the details of its telecommunication network, telecommunication services, and elements of such
network and services.

4. Compliance requirements.- Every telecommunication entity shall ensure that Critical Telecommunication
Infrastructure, including any spares, hardware and software used in such Critical Telecommunication Infrastructure,
are in compliance with the following standards, namely:—

(a) Essential Requirements (ERs), Interface Requirements (IRs), Indian Telecommunication Security Assurance
Requirements (ITSARs) and specifications, testing requirements, or conformity assessment, as applicable,
issued by Telecommunication Engineering Centre, National Centre for Communication Security, or any other
person as may be notified by the Central Government for this purpose:

Provided that in the absence of such standards, a telecommunication entity may utilise only such Critical
Telecommunication Infrastructure, including any spares, hardware and software used in such Critical
Telecommunication Infrastructure, which meet the relevant standards as may be notified by the Central Government in
this regard;

(b) National Security Directive on Telecommunication Sector (NSDTS) as issued by the Central Government;
(c) directives on communication security certification issued by the Central Government; and

(d) such other standards applicable to Critical Telecommunication Infrastructure, as may be notified by the Central
Government from time to time.

5. Inspection of Critical Telecommunication Infrastructure. — (1) The Central Government, may, by an order,
authorise its personnel to access and inspect hardware, software and data pertaining to Critical Telecommunication
Infrastructure of telecommunication entities.

(2) Every telecommunication entity shall ensure access to any personnel authorised by the Central Government
under sub-rule (1) for inspection of Critical Telecommunication Infrastructure.

6. Chief Telecommunication Security Officer. — (1) The Chief Telecom Security Officer shall be responsible for
the implementation of these rules.

(2) The Central Government shall specify on the portal, the form and manner in which every telecommunication
entity shall provide the details in respect of Critical Telecommunication Infrastructure, including the following details,
namely:—

(@) telecommunication network architecture of the Critical Telecommunication Infrastructure;
(b) authorised personnel having access to Critical Telecommunication Infrastructure;

(c) inventory of hardware, software and spares related to Critical Telecommunication Infrastructure;
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(d)

(e)
(f)
9

(h)

(i)

details of vulnerability, threat or risk analysis for the cyber security architecture of Critical
Telecommunication Infrastructure;

Cyber Crisis Management Plan for Critical Telecommunication Infrastructure;
security audit reports and audit compliance reports of Critical Telecommunication Infrastructure;

Service Level Agreements (SLAs) of services pertaining to Critical Telecommunication
Infrastructure;

all logs relating to Critical Telecommunication Infrastructure to assist in detection of anomalies and
enable the Central Government to generate intelligence on real time basis; and

reporting of security incidents within the timelines specified for Critical Telecommunication
Infrastructure under rule 7.

7. Obiligations related to Critical Telecommunication Infrastructure. — (1) Every telecommunication entity shall
comply with the following obligations, namely:—

(@)

(b)

(©)

(d)

()

()

(9)

(h)

(i)

)

(k)

ensure security of Critical Telecommunication Infrastructure, including through compliance with the
standards as provided under rule 4;

maintain a complete list of Critical Telecommunication Infrastructure along with the software and
hardware details, as well as the dependencies on such Critical Telecommunication Infrastructure;

preserve in a secure manner, for a minimum period of two years or such other period as may be
determined by the Central Government, logs and documentation of the telecommunication network
architecture of Critical Telecommunication Infrastructure, including changes in such
telecommunication network architecture;

plan, develop and maintain adequate verification practices and protocols applicable for all personnel
authorised to have access to Critical Telecommunication Infrastructure, and undertake periodic review
of the same as directed by the Central Government;

maintain records of the supply chain of the telecommunication equipment and other equipment
deployed in the Critical Telecommunication Infrastructure till such infrastructure is in use, and
provide such records, as and when sought for by the Central Government;

ensure that vulnerability or threat or risk analysis for telecommunication network architecture of
Critical Telecommunication Infrastructure is carried out annually or in such intervals as may be
directed by the Central Government ;

plan, develop, maintain and review processes required for Service Level Agreements (SLAS) entered
into by the telecommunication entities with their vendors in relation to Critical Telecommunication
Infrastructure;

plan, develop, maintain and review processes of taking regular backup of logs of networking and
communication devices, servers, systems and services supporting the functioning of the Critical
Telecommunication Infrastructure;

implement standard operating procedures for security incident response systems, including disaster
recovery and business continuity;

implement mechanisms to ensure intimation of security incident(s) to the Central Government, no
later than six hours of occurrence of such incident, in the form and manner as may be specified on the
portal; and

maintain a risk register including a graded risk assessment associated with different elements of
Critical Telecommunication Infrastructure within its network, identifying the potential and severity
of risks posed to the Critical Telecommunication Infrastructure and solutions to mitigate the same and
produce such information as and when sought for by the Central Government.

(2) Where a telecommunication entity requires remote access to its Critical Telecommunication Infrastructure for
the purpose of repair or maintenance from a location outside of the territory of India, it shall do so only from such
location for which it has obtained prior written approval from the Central Government, and it shall, for each instance of
such remote access —

(@) provide due intimation of such remote access to the Central Government in the form and manner specified on
the portal; and
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(b) ensure that the logs for such remote access are preserved for at least one year and provided as and when sought
for by the Central Government.

(3) Every telecommunication entity shall furnish a detailed report relating to the action taken by it under sub-rule (1) in
the form and manner as may be specified on the portal.

(4) The Central Government may, pursuant to any report or other information received from a telecommunication entity
under sub-rule (3),—

(@) seek further clarifications from such telecommunication entity; or

(b) issue any directions, orders or instructions to such telecommunication entity for the protection of Critical
Telecommunication Infrastructure or mitigating risks to such infrastructure.

8. Requirements for upgradation of Critical Telecommunication Infrastructure. — (1) Where upgradation of the
software or hardware of equipment which form part of the Critical Telecommunication Infrastructure is required,
the telecommunication entity shall make an application to the Central Government, along with details of the test
reports for such upgradation and other relevant information in the form and manner as may be specified on the
portal by that Government.

)] The Central Government shall, within fourteen days of receipt of the application under sub-rule (1),—
(@) seek any further clarifications if required from the telecommunication entity;
(b) issue directions to such entity to conduct further testing under sub-rule (3); or
(c) approve or reject the application for upgradation activity.

3 The Central Government may direct a telecommunication entity to test any upgradation in the Critical
Telecommunication Infrastructure in an appropriate controlled environment and submit the results of such tests in the
form and manner, as may be specified by the Central Government on case to case basis, and the telecommunication
entity shall comply with such directions.

(@) Where the Central Government does not seek any clarification or issue directions or specify its approval or
rejection under sub-rule (2) within a period of fourteen days from the date of receipt of such application, the
telecommunication entity may proceed with such upgradation activity:

Provided that where the Central Government has sought clarifications under sub-rule (2), such time period of
fourteen days shall be considered from the date of submission of clarification by such telecommunication entity:

Provided further that where the Central Government has directed to test the upgradation under sub-rule (3),
such time period of fourteen days shall be considered from the date of submission of the results of such tests in the form
and manner as may be specified by the Central Government on case to case basis through secure mode.

(5) Where upgradation is necessary for addressing or mitigating the adverse effects of a security incident, a
telecommunication entity may undertake immediate upgradation in the software or hardware of any equipment that
forms part of Critical Telecommunication Infrastructure without making an application under sub rule (1) and within
twenty-four hours of such upgradation, report to the Central Government in the form and manner as may be determined
by the Central Government, with relevant details of —

(@) the description of the concerned security incident; and

(b) the relevant software or hardware of an equipment requiring upgradation and the nature of upgradation
undertaken in respect of such equipment.

(6) The Central Government may, upon receipt of information under sub-rule (5), seek further information or
clarifications from the telecommunication entity, or issue directions for further testing and reporting, as it may consider
necessary.

@) The telecommunication entity shall ensure preservation of records and information in relation to any
upgradation, till such time the relevant Critical Telecommunication Infrastructure is in use, and such records shall be
produced as and when sought by the Central Government.

(8) Nothing in this rule shall apply to a routine software update aimed to incrementally improve performance or
security of Critical Telecom Infrastructure.

9. Contravention of rules. — Save as otherwise provided, any contravention of the provisions of these rules shall be
dealt with in accordance with the provisions of the Act.
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10. Digital implementation. — (1) The Central Government shall notify a portal for the purpose of digital
implementation of these rules and may also specify any other implementing mechanism.

(2) Where the Central Government considers it necessary to use any secure mode of communication, other than
through the portal, for the issuance of any orders, directions or instructions to telecommunication entities, or for
collection of any information from such telecommunication entities, it may use such secure mode of communication on
case to case basis.

3) Every telecommunication entity shall ensure compliance with the obligations relating to reporting or
submission of information to the Central Government under these rules using the portal or through a secure mode of
communication as determined by the Central Government.

[F. No. 24-08/2024-UBB]
DEVENDRA KUMAR RAI, Jt. Secy.
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